
TrackCrime
Lesson 1

• User Account Setup
• Login
• Forgot Password
• Update Profile 
• Manage Account Security Settings



Step 1: Get Invited

You must be invited by LCLE State Administrator or a designated 
user within your Organization.

The State Administrator will need:
§ Organization Name and ORI Number
§ First and Last Name of the User
§ A valid email
§ User’s Cell phone for text messages

§ Contact Cheryl Mcpipe with LCLE at Cheryl.McPipe@lcle.la.gov to get started
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User Account Setup

mailto:Cheryl.McPipe@lcle.la.gov


Step 2: Check your Email
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TrackCrime - User Account Email Verification
Check your spam or junk folder!

If the site is blocked, get your
network administrator to whitelist 

the TrackCrime Domain:
https://trackcrime.com/

The State or Organization User 
Administrator can resend this 

invitation if you don’t get to it in 3 
days.

User Account Setup

https://trackcrime.com/


Step 3: Verify your email
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• Click the invite link or paste 
the url into your browser from 
the email.

• You should see this screen. 
We recommend Google 
Chrome as the Browser.

• Click the Get Started  button

• We just verified that you can
get emails from TrackCrime.

User Account Setup



Step 4: Set a Password
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• Check that your email and cell 
is correct.

• Create a password, system 
won’t let you save a weak 
password. 

• Click on the eyeball to see 
what you are typing as the 
password.

• SAVE the password for your 
reference later!

User Account Setup



Step 5: Setup 2FA
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• There are 3 options for two 
factor authentication each 
time you login:
• Text message to cell
• Code from a

Authentication App
• Hardware Security keys

• By entering your cell phone, 
text message is setup already.

User Account Setup



Step 5 Continued: Setup 2FA – Authentication App
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User Account Setup

Click the manage button  next to the 
authenticator App. Use an authentication app on your phone or download a Chrome 

Authentication extension to your browser. This example is using 
Chrome Authentication. Click the barcode icon in your top right 
browser.

Scan the Code click [-] icon in this app. Scan the QR code on screen.
The QR code will popup for you to scan it 
with the Authentication App

Confirm the QR code is saved in your Authenticator app. Click the X in 
the corner to close the QR code. 

https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en


Step 5 Continued: Setup 2FA – Hardware Security Key
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User Account Setup

What is a Security Key? A security key is a physical USB drive that connects with your devices, including 
computers and laptops, to prove identity to access specific resources on a network.

If you have this device, click Manage Button next to the Hardware Security Key.  A popup will appear to show any
keys already added. Click the + symbol to add your device key. A message will popup for you to name the key and 
click OK. Then follow instructions on screen. You will be asked to insert the key and press the security key button 
on the device. The new key name will show as registered. Click the x to close the window. 



Step 6: Click Update
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• Once everything is setup, click 
the update button at bottom 
of the screen.

• A popup will notify you to 
check your email and you will 
be redirected to the login 
page.

User Account Setup



Step 7: Account is Active – Check Email Again
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TrackCrime - User Account Email Verified

Save this Email! It has your 
organization ID – you will need this 

code each time you login.

Each time you login, you will need 
your email, password, and 

organization ID.

User Account Setup



Step 1: Login
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https://trackcrime.com/login
Bookmark this webpage! 

Each time you login, you will need 
to enter your email, 

password, and organization ID. We 
suggest saving this information 

especially if you have a password 
manager.

If the organization ID is entered 
correctly, it will display your 

organizations name.

Then click Sign In.

Login



Step 2: Login - Enter 2FA code – Authentication App
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Login

You will be prompted by default to enter the 
authenticator app code. If you don’t want to do this 
click Use Other methods.

If you setup this method enter the code 
from your authentication app. 

This example is using Chrome 
Authenticator. Click the barcode icon in 
browser and copy the code and paste into 
code field and click submit.



Step 2: Login - Enter 2FA code – Text Message
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Login

If you click Use Other methods on previous 
screen. 
You can select phone number to get a text 
message with the code. It will send the code to 
the cell phone you confirmed on user account 
setup.

Once you enter the code correctly you will be 
redirected into TrackCrime!

You can resend the code if it expires or use other
methods if the text message option is not 
working.



Step 2: Login - Enter 2FA code – Hardware key
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Login

If you click Use Other methods on previous 
screen. 
You can select Hardware Security Key. 

On screen you will be prompted to insert the 
USB hardware and click the button on the 
hardware device.

You will be redirected to TrackCrime.

If you do not have this configured, you will get 
an error that brings you back to choose a 
method.



Login
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Step 3: Login – Congrats. You are in TrackCrime!



Forgot Password
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Step 1: Forgot Password

Are you stuck?
Click the forgot password button
on the login page.

https://trackcrime.com/login



Forgot Password
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Step 2: Recover account

Enter your email and click 
Recover button. Be sure to enter
the email used in the invitation
process.

You will get a notification that 
the recovery email was sent.

If you can not get to that email 
anymore, then contact your 
organizations administrator or 
the LCLE state administrator to 
invite you with a correct email.



Forgot Password
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Step 3: Recover email
Click the link in the email. 

It will bring you to the login 
page to enter your 2FA method.

Then you will see the reset 
password page. 

Enter a new password and click 
Update.

TrackCrime - Password Recovery



Update User Profile

9/13/22 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 19

Update User Profile – Cell phone or Password
If you need to change your password or update your cell phone used for text messages, you can click on Profile 
from the navigation menu on the top right corner.



Update Security
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Update Security – Reconfigure 2FA
If you need to reconfigure your 2FA, you can click on Security from the navigation menu on the top right corner. 
You can click manage button next to the 2FA option that needs to be reconfigured and follow the instructions on 
screen.



Update Security
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Update Security- Authorized Devices
TrackCrime allows each user to see what devices have been used to access the system. If you no longer use a 
device that shows in this list, you can click the trashcan and that will force a logout so that device is not 
remembered anymore. This also helps if you see activity that is not you. 



Update Security
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Update Security- User Activity
TrackCrime tracks every login and certain activities especially for users that can edit data. The latest user activity 
records are logged in case there is unusual activity on the account.
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End of Lesson 1

End


