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Step 1: Get Invited

You must be invited by LCLE State Administrator or a designated
user within your Organization.

The State Administrator will need:

= QOrganization Name and ORI Number
= First and Last Name of the User

= A valid email

= User’s Cell phone for text messages

= Contact Cheryl Mcpipe with LCLE at Cheryl.McPipe@lIcle.la.gov to get started
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Step 2: Check your Email

TrackCrime - User Account Email Verification

You are invited to use the Louisiana TrackCrime system. The TrackCrime System interfaces with LIBRS data to
display real-time certification compliance statistics and LIBRS data analytics for your organization.

The first step in the user invitation process is to validate your email address and set a password for your login
credentials.

Please click the link or copy and paste the url below into a browser to complete the setup process for your
user account.

Click here or go to: jtest@teisd.com/160b4c3cc63146>https://trackcrime.te-
alpha.com/phoneverification/jtest@teisd.com/160b4c3cc63146 to verify your email.

The verification link is valid for three days.

Your account will not be active until this step is complete. If this link has expired, please contact The
Commission on Law Enforcement to resend the invitation.
Please Note: This email address will be used for all correspondence from the system.

User Account Setup

A

Check your spam or junk folder!

If the site is blocked, get your
network administrator to whitelist
the TrackCrime Domain:

https://trackcrime.com

The State or Organization User
Administrator can resend this
invitation if you don’t getto itin 3
days.
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Step 3: Verify your email

ACCOUNT CREATION PROCESS

TrackCrime. Please click the below button to get started.

You have likely reached this page because you received an email from us. This process will assist you in the creation of your new account of

Welcome!

L iana C ission on Law Enf 1t & Louisiana Sheriffs' A

9/12/22
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i

Click the invite link or paste
the url into your browser from
the email.

You should see this screen.

We recommend Google
Chrome as the Browser.

Click the Get Started button

We just verified that you can
get emails from TrackCrime.
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Step 4: Set a Password

Check that your email and cell
is correct.

User Details

Frst Name Create a password, system

jody boudreaux des

- o won’t let you save a weak

jtest@teisd.com (225) 281-1575 pa SSWO rd .

Password

TestTest!! @ .

e e Click on the eyeball to see

iy what you are typing as the
password.

S — SAVE the password for your
uthenticator Apj Not Configured [YEUCTTS
At 0 g reference later!

Hardware Security keys 0 Devices
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Step 5: Setup 2FA

_ V=

There are 3 options for two
factor authentication each

User Details

First Name Last Name Title
jody boudreaux des ti m e yo U I Ogi n :

= it Text message to cell
jtest@teisd.com (225) 281-1575

Password COde from a
TestTest!! ©

Authentication App
» Add another word or two. Uncommon words are better. Hardwa re Security keys

= Avoid repeated words and characters

Repeats like "abcabcabe” are only slightly harder 1o guess than “abc*

By entering your cell phone,

e text message is setup already.

Authenticator App Not Configured
Hardware Security keys 0 Devices

9/12/22 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 6



T TrackCrimBER N o User Account Setup

Step 5 Continued: Setup 2FA — Authentication App

Click the manage button next to the

i Use an authentication app on your phone or download a Chrome
authenticator App. pp onyour p

Authentication extension to your browser. This example is using

A Chrome Authentication. Click the barcode icon in your top right
Authenticator App Not Configured browser
Hardware Security keys 0 Devices :
Scan the Code click [-] icon in this app. Scan the QR code on screen.
The QR code will popup for you to scan it o % om Authenticator App QR Code LR
with the Authentication App o Autenticator £ & . R e
Technology Engineers
P jtestnew@teisd.com ‘
Authenticator App QR Code ©  * No accounts to display. Add your first
account now. Learn more

Confirm the QR code is saved in your Authenticator app. Click the X in
the corner to close the QR code.
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Step 5 Continued: Setup 2FA — Hardware Security Key

What is a Security Key? A security key is a physical USB drive that connects with your devices, including
computers and laptops, to prove identity to access specific resources on a network.

If you have this device, click Manage Button next to the Hardware Security Key. A popup will appear to show any
keys already added. Click the + symbol to add your device key. A message will popup for you to name the key and

click OK. Then follow instructions on screen. You will be asked to insert the key and press the security key button
on the device. The new key name will show as registered. Click the x to close the window.

el =

No registered Keys

Security Key Registration..
ey rovichs rceis-foe i ony Use your security key with trackcrime.te-alpha.com
Insert your security key and touch it
Choose another option ¥
o
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Step 6: Click Update

VE

ic
User Details
Once everything is setup, click
m e the update button at bottom
S m— of the screen.
v Check your email, Info
Updated! A popup will notify you to

Repeats like "abcabcabe” are only slightly harder 1o guess than “abc*

Follow instructions in the email to login

check your email and you will
be redirected to the login

page.

» Add another word or two. Uncommon words are better.

= Avoid repeated words and characters n

Authenticator App Not Configured
Hardware Security keys 0 Devices
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Step 7: Account is Active — Check Email Again A

TrackCrime - User Account Email Verified

Your email address for TrackCrime system is verified.

Click here to log into your account first time. This link will send you to the TrackCrime login page with your Save this Email! It has your
organization ID populated. organization ID — you will need this

. . . code each time you login.
If you can not click the link above, follow the following steps.

Go to https://trackcrime.com/login

Use this email and password that you created during the email verification process and enter the following Each time you Iogin, you will need

Organization ID: 160bA4c. your email, password, and
organization ID.
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Step 1: Login

https://trackcrime.com/login

Sign In

Email

h : — ’ Password ‘@
\\\W’% \\ Ws, 040, 1 Qe _—
gifier ob)) rganization Id

Organization: Unknown

’ Forgot Password? J

Louisiana Commission on Law Enforcement & Louisiana Sheriffs’ Association

A

Bookmark this webpage!

Each time you login, you will need
to enter your email,
password, and organization ID. We
suggest saving this information
especially if you have a password
manager.

If the organization ID is entered

correctly, it will display your
organizations name.

Then click Sign In.
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Step 2: Login - Enter 2FA code — Authentication App

You will be prompted by default to enter the ic
authenticator app COde. |f YOU donlt want to dO thIS Please enter 6 digit code generated by your authenticator app
click Use Other methods.

Use other methods

If you setup this method enter the code
from your authentication app.

& C & trackerime.com/verify b ¥ © * O « (Update >

B3 TEl B LOSCO [F CiteFusion [EF Law Enforcement [E5 LDH e Authenticator

This example is using Chrome -
Authenti r. Click th r icon in g %

uthenticator. Click the barcode ico ) Please enter 6 digit code ger 250072 app
browser and copy the code and paste into portallentest@emal.com
code field and click submit.
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Step 2: Login - Enter 2FA code - Text Message
If you click Use Other methods on previous

screen. Choose a two factor authentication method
You can select phone number to get a text S i
. . O Hardware Security key
message with the code. It will send the code to ® Phone number
the cell phone you confirmed on user account
setup.

Once you enter the code correctly you will be Enter Text Verification Code
redirected into TrackCrime!

SMS
You can resend the code if it expires or use other
methods if the text message option is not
working.

Resend Code

Use other methods

You will be automatically redirected once you enter all digits
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Step 2: Login - Enter 2FA code — Hardware key

If you click Use Other methods on previous
screen. Choose a two factor authentication method

 Authenticator app

You can select Hardware Security Key. ' & tevchyors Sainty ey

C Phone number

[ Use this method

On screen you will be prompted to insert the |
USB hardware and click the button on the
hardware device.

You will be redirected to TrackCrime.
If you do not have this configured, you will get

an error that brings you back to choose a
method.
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Step 3: Login — Congrats. You are in TrackCrime!

9/13/22

-

Home

Click here to view the TrackCrime Guide.
(we need a link to a placeholder for
documentation here that non developers
can add to over time).

Welcome to TrackCrime

Choose a module to begin.

LIBRS Quality Control IN
View real time interactive reports

restricted to their organization focused on
improving timeliness, accuracy and
completeness for LIBRS crime reporting.

Fi

Crime Analytics

View real time analytics dashboards for
offenses, victims, and arrests restricted to
their organization. Crime statistics are
counted similar to Federal Crime
Reporting to allow each organization to
anticipate how their agencies crime is

Top

TEI Software Development on behalf of Louisiana Commission on Law Enforcement
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Forgot Password

Step 1: Forgot Password

https://trackcrime.com/login

Ic

SignIn

\ | el - Are you stuck?
| Password = Click the forgot password button
\\ ‘m" 1- 0 '1 Qnmﬂe ob
. =N \\\\N j\}éﬁ b ditier ob)) Organization Id on the |Ogin page.

"y ¢ . Organization: Unknown
STy 1 £
=77 ‘ s | _
=== ' z, Print(* leaP TRTRCE exactly tho ODJEEER, the last on L signin J
= - { Forgot Password?

o‘!l'\:l.':n

Louisiana Commission on Law Enforcement & Louisiana Sheriffs' Association
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Step 2: Recover account

Enter your email and click
Recover button. Be sure to enter
the email used in the invitation
process.

Recover Account

e You will get a notification that
the recovery email was sent.
l Login ’

If you can not get to that email
anymore, then contact your
organizations administrator or
the LCLE state administrator to
hana Sheriffs' Assoclation - invite you with a correct email.

Email Sent

A password recovery email has been sent. Please
check your inbox.
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Step 3: Recover email

TrackCrime - Password Recovery

You have requested to reset your password.

The password reset link will be valid for 3 days from the reception of this email. Click here to begin the process.

Once logged into the system, you will be prompted to reset your password.

User Details

First Name

Kate
Email
abctest@email. com

Password

Password

Last Name Title
Tomeny Tester
Cell Phone

(225) 335-1592

9/13/22

Forgot Password

Click the link in the email.

It will bring you to the login
page to enter your 2FA method.

Then you will see the reset
password page.

Enter a new password and click
Update.
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Update User Profile — Cell phone or Password

If you need to change your password or update your cell phone used for text messages, you can click on Profile

from the navigation menu on the top right corner

User Details

Notifications First Name Last Name Title
. Kate Tomeny Tester
Module List
Email Cell Phone
PrOﬂ Ie abctest@email.com (225) 335-1592
Security

Log Out
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Update Security — Reconfigure 2FA

If you need to reconfigure your 2FA, you can click on Security from the navigation menu on the top right corner.
You can click manage button next to the 2FA option that needs to be reconfigured and follow the instructions on

screen.

Security
N Ot i ﬂ C at i ons Authenticator App Configured
. Hardware Security keys evices anage
Module List "
Profile e —
S e c u r ity i Device IP Address Browser Date Actions

1 Computer =ffff.10.48.2.9 Chrome Friday, July 22, 2022, 12:59:11 PM (]

l Log O Ut 2 Computer =ffff:10.48.2.7 Chrome Thursday, August 4, 2022, 4:50:26 PM ]
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Update Security- Authorized Devices

TrackCrime allows each user to see what devices have been used to access the system. If you no longer use a
device that shows in this list, you can click the trashcan and that will force a logout so that device is not
remembered anymore. This also helps if you see activity that is not you.

=

# Device IP Address Browser Date Actions
N Ot i ﬂ C at | O n S 1 Computer ffff:10.48.2.9 Chrome Friday, July 22, 2022, 12:59:11 PM @

2 Computer ffff:10.48.2.7 Chrome Thursday, August 4, 2022, 4:50:26 PM ]
M Od u I e Li St 3 This Device .ffff:10.48.0.7 Chrome Tuesday, September 13, 2022, 12:42:53 PM @
P r Oﬁ I e 4 Computer ffff:10.48.2.7 Chrome Thursday, September 1, 2022, 7:23:20 PM @

5 Computer ffff:10.48.2.7 Chrome Tuesday, September 6, 2022, 11:42:08 AM o
Sec u rlty 6 Computer ffff:10.48.2.7 Chrome Monday, August 8, 2022, 9:44:54 AM i
L o g O ut 7 Computer =ffff:10.48.2.9 Chrome Friday, July 22, 2022, 8:13:12 PM i

8 Computer +ffff:10.48.2.9 Chrome Monday, August 1, 2022, 1:16:09 PM i
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Update Security- User Activity

TrackCrime tracks every login and certain activities especially for users that can edit data. The latest user activity
records are logged in case there is unusual activity on the account.

Type Description Time Actor

RequestResponselLog Place Holder Description Sep 13,2022, 12:54:40 PM Kate Tomeny
N Ot | ﬂ C at | 0 n S RequestResponselLog Place Holder Description Sep 13,2022, 12:54:40 PM Kate Tomeny

RequestResponselLog No DescriptionObject reference not set to an instance of an object. Sep 13, 2022, 12:54:40 PM Kate Tomeny

Module List
Profile
Security

Log Out
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End of Lesson 1
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