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Lesson 4: LEA Admln Gmde

This lesson is intended for Law Enforcement Agencies’ primary administrator or technical point of contact responsible
for managing organization settings, inviting other users to their organization, and tracking audit logs and account

maintenance.

Organization

User

Settings

Management

LCLE invited you to TrackCrime. You should have received an
email to setup your account. At this step, we assume you
already setup your account and are ready to invite others
from your agency to TrackCrime.

- If you have any issues with your account setup, see

Lesson 1 on crimeinla.org
If you want to learn about the LIBRS QAQC module or
Analytics module, guides for each module are available

on crimeinla.org




ORGANIZATION
SETTINGS

IP Whitelisting
Idle Session Timeout
Password Expiration Controls

Temporary Account Lock
Controls ~

Audit Logs
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Navigate to Organization Settings
= 1

Welcome to TrackCrime Click on the Menu Icon in top left
Choose a module to begin. CO rn e r.

The navigation menu will expand.

iC TrackCrime &

R complaints
Click on Organization Settings.

&h ltems

ses 5
q@Pp Entities

v

23 Organization Settings

If you do not see this menu item,
then your account was not setup
with access to the organization
settings module. Contact LCLE if
this is incorrect.

[ ]
- Users

LIBRS Quality Control

|~ crime Analytics

Q Lookup

ii‘! Statutes

5/26/202
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. . . The Number of Active Users, Total

Organization Settings
Users and Storage Used

Organization Details: for your organization is available
Name: Acadia SO (Kate only) h ere.
Reporting Id: LA0010000
Organization RMS Only
Type:
Users: 4 active / 4 total The ability to Download Audit

Storage Used: 3.80 MB (1.37 MB database - 2.43 MB files)

logs for all users in your

User Security / organization is available here.

Idle Timeout ) Password Expiration ) Periodic Reauthentication )

The Configuartion settings that
impact user security are available
here. TrackCrime is defaulting to
ICJIS policy on each of these
settings.

30 minutes (default) 90 days (default) v 12 hours (default) v

Failed Login Attempts

v

5 attempts (default) ~

IP Whitelist © @) Enable?

IP Whitelist capability can be
enabled here.

26/202 . ..
2/ 6/20 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 5
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IP Whitelisting

Once enabled, You can add
multiple IP addresses. We

1P Whitelist ® @) Enable? suggest adding the IP address
209.124.215.34 (¥) Add IP Address associated with your agency’s

VPN/network.

Test VPN IP Address

Y

Devices outside of the USA
are blocked from accessing

IP Address 1 Description

2425457177 Test IP Address (-

the TrackCrime system
ltems perpage: 5 1-10f1 com p|ete|y

Everyone in USA can get to
the TrackCrime login page but
upon login if the user is not
using the IP addresses added
to your organization - they will
not be to login.

5/26/202
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IC TrackCri ‘ ‘ Organization Settings
IP Whitelisting

If a user logs in and the IP
address is not listed in the
whitelisted IPs for your
organization this is the
message that will appear.

Device Blocked

This device's IP address is not included in your
organization's whitelist. Please contact your
administrator for assistance.

2/26/202 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 7
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~

Organization Settings

3 _._-.~?\.\

Idle Timeout Configuration

User Security

Idle Timeout &)

30 minutes (default)

10 minutes
20 minutes

30 minutes (default)

e e
ID WhitAliat /5 ol Fo_LIn

5/26/202
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User Security

Idle Timeout )

30 minutes (dé

TEI Software Development on behalf of Louisiana Commission on Law Enforcement

This site tracks user
interactions to check whether
the user is active. When the
chosen idle timeout length is
reached, the user is alerted
that they are about to be
logged out. If they do not
interact with the alert within
30 seconds, they are logged
out.

The Idle Timeout is 30
minutes by default

We allow you as the
administrator to change this
setting however ICJIS policy
requires 30 minutes

minimum.

When the chosen idle timeout
length is reached for a user,
an alert that they are about to
be logged out is shown on
screen.




I} TrackCri -' Organization Settings

Idle Timeout - Prompt

When the chosen idle timeout
length is reached, the useris
alerted that they are about to
preyou sl there? be logged out. If they do not
interact with the alert within
30 seconds, they are logged
out.

2/26/202 TEI Software Development on behalf of Louisiana Commission on Law Enforcement
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Password Expiration Configuration

After the chosen amount of
days, users will have to
update their password.

After the chosen amount of

Password Expiration () days, users will have to

update their password to
improve security.

90 days (default) v
90 days is defaulted and is the
ICJIS Policy recommendation.
If you want to decrease the
number of days, that is
allowed.
5/26/202
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Password Expiration Notifications

A notification of the
upcoming password
expiration will display 7
days prior to the
expiration date.

NOTIFICATIONS

Message Dismiss

The user can Reset
password from the

TrackCrime Password Expiration  Your password will expire in 7 days. Your password expiration date is 05/18/2026.
Reminder Reset your password from your account security page or use the forgot password account secu r|ty p a g e.
feature on login page. 1 days ago

Less

If a user password
expired, they will be
forced to reset the
password prior to login.

5/26/202
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Periodic Reauthentication

If a user does not close their

Periodic Reauthentication ®) browser and puts their
~ \ computer to sleep. The
12 hours (default) v system may not be able to

track force a logout. This
setting will help enforce the

user to reauthenticate after

12 hours if the system is
blocked

12 hours is the default and
recommended by the ICJIS

policy.

5/26/202
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Failed Login Attempt Configuration

If a user fails to login after
the chosen amount of
attempts, their account is
Failed Login Attempts ) REECEREANELTTEERN
: agency administrator can
unlock the user account
5 attempts (default) sooner, if needed.

If a user fails to login after the
chosen number of attempts,
their account is locked for 10
minutes. An agency

administrator can unlock the
user account sooner, if
needed.

The default is 5 failed login
attempts.

5/26/202
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Temporary account lock — Invalid Login Attempts

If a user fails to login after the
chosen amount of attempts,
their account is locked for 10
minutes. An agency
administrator can unlock the
user account sooner, if
needed.

The default is 5 failed
attempts.

5/26/202
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Audit Log Exports

Download All User Activity Logs

@ Date Range

As the organization

| administrator, you can export
From Date a \ \ To Date trackcrime logs of all system
activity for all your
organization users for all time.
This screen will allow you to
filter the results by
timeframe, by activity types
Login Records Create Records or by user.

| ) To export all-time activity, leave both date fields empty.

@ Last30 Days & Last90Days ©0 All Time

#= Activity Types

All Activities

Edit Records View Records

e O = S P P

b QeI L Download Export

5/26/202
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Organization Settings

Audit Log Exports

The audit log export to CSV

shows the user ID, User
User ID Full Name  Email Address Time Description Status Code | IP Address Path N ame. ema | I UTC tl me. au d |t
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-12T20:35:48.378Z TOTP code validated successfully. 200 209.124.215.34 /api/Totp/validateTotp b Y 4
631220a2116301 6365e51974r Acadia Test acadiaso@kate.com | 2026-05-12T20:35:21.61Z | Login successful. 200 | 209.124.215.34 /api/authentication/logil d escr i pt i on ’ Sta t us CO d e’ I P
631220a2116301 6a65e51974l Acadia Test lacadiaso@kate.com 2026-05-12T20:30:14.022Z | Updated organization preferences. 200 209.124.215.34 /api/Admin/saveOrgani:
631220a21163016a65e51974 | Acadia Test Jacadiaso@kate.com 2026-05-12T20:15:59.413Z | Login successful. 200 209.124.215.34 | /api/authentication/logi! a d d res Sl Pa g e p a t h
631220a21163016a65e51974 | Acadia Test | acadiaso@kate.com | 2026-05-12T17:22:10.981Z | Login successful. 200 24.254.57.177 | /api/authentication/logii
631220a21163016a65e51974 | Acadia Test | acadiaso@kate.com  2026-05-12T17:21:36.602Z | Login successful. 200 24.254.57.177 | /api/authentication/logii . . ..
631220a21163016a65¢51974 | Acadia Test  acadiaso@kate.com | 2026-05-11T21:13:00.498Z | Login successful. 200 209.124.215.34 /api/authentication/logii Any SUSpPICIOUS a ctiv |ty should
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T20:13:02.667Z TOTP code validated successfully. 200 209.124.215.34 /api/Totp/validateTotp b e r e p O rt e d t O LC L E
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T20:12:38.025Z  Login successful. 200 209.124.215.34 /api/authentication/logit
631220a21163016a65e51974 | Acadia Test = acadiaso@kate.com 2026-05-11T20:11:30.484Z Get 2FA settings successfully. 200 209.124.215.34 /api/Twofa/settings Tra C k C r'i me Sta ff i mme d i ate I y_
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T20:10:37.276Z Get 2FA settings successfully. 200 209.124.215.34 /api/Twofa/settings
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T20:10:32.805Z  Login successful. 200 209.124.215.34 /api/authentication/logit
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T15:35:21.742Z Viewed complaints data. 200 209.124.215.34 /api/complaint/search It i S e a C h a g e n Ci e S
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-11T15:35:16.791Z Viewed complaints data. 200 209.124.215.34 /api/complaint/search .. o
631220a21163016a65¢51974 | Acadia Test | acadiaso@kate.com | 2026-05-11T15:20:50.112Z Login successful. 200 209.124.215.34 /api/authentication/logii administrators res ponsi b [ I |ty
631220221163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-08T21:42:13.943Z Viewed Entity list. 200 209.124.215.34 /api/entity/all/paging t O p e I"i O d i C a I I y r e Vi eW t h e
631220221163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-08T21:41:56.089Z Viewed complaints data. 200 209.124.215.34 /api/complaint/search
631220221163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-08T21:41:56.071Z Viewed complaints data. 200 209.124.215.34 /api/complaint/search a u d it I O g S fo r a n yt h in g
631220a21163016a65e51974 | Acadia Test acadiaso@kate.com 2026-05-08T21:41:44.352Z Viewed complaints data. 200 209.124.215.34 /api/complaint/search S u S p i Ci 0 u S
5/26/202 . .
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USER
MANAGEMENT

e User Statistics & User List
* Inviting a New User

« Resend User Invitations for Inactive
accounts

»  Reviewing User Password Expirations
* User Maintenance
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Navigate to Users

e . h \
‘

[=

Welcome to TrackCrime Click on the Menu Icon in top left
Choose a module to begin.
v cornetr.

IC TrackCrime The navigation menu will expand.
’a Complaints

B herns Click on Users.

® Entities

If you do not see this menu item,

then your account was not setup
with access to the users module.
Contact LCLE if this is incorrect.

3 Organization Settings
a Users
LIBRS Quality Control
|~ crime Analytics

Q Lookup

iii_ Statutes

5/26/202
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User Statistics & User List

USERS i
\

Organization Details:

Name: Acadia SO (Kate only)
Reporting Id: LA0010000
Organization RMS Only

Type:

USER STATISTICS

The + Button shows here if you
have create permissions in Users
to invite users.

/

The statistics section here is
clickable and filters the user list
below. These statistics are critical

4 4 3 0 0 . .
Total Active Login Within 6 Months 1. No Login 6mo—2yr @ No Login Over 2 Years Inactive for ma Inta Ini ng these accou nts *
All accounts Account is activated Recently active Consider a reminder Deactivation candidate Not yet activated, or Deactivated
100% 100% of Total 75% of Active 0% of Active 25% of Active 0% of Total
This section shows all the users in
your organization. It can be
o / searched and each user can be
Show 50 entries . .
expanded to see the permissions.
Laat Account The list can also be exported to
A
Actions Email First Name Name Status Title Phones Locked? excel' The aCtionS in th| S || st ShOW
| 2 acadiaso@kate.com Acadia Test Active Tester (225) Not Expired: ~ Not b ase d on yo ur p erm | SS | ons
5/26/202 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 19
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Invite a New User

Click on + to add a new user.
If you do not see the + your
Organization Details: account does not have create

Name: Acadia SO (Kate only)

ReportingId:  LA0010000 p erm | S Sl ons.

Organization RMS Only

e Enter the user contact

=] information.
The system will not let you
enter an email already used in
- TrackCrime.
readoniytest@acadistestcom The Cell phone should be the
First Name Last Neme Jobie person’s cell phone and will be
el hone used for SMS text notifications.
(222) 2222227 The user will not be charged for
text messages.

Create New User

User Contact Info

Testlie Acountson QAQC Records

5/26/202
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Invite a New User - Permissions

Modules & Permissions All modules have View, Edit, Create

Crime Reporting Modules

Crime Analytics Select All
View

LIBRS Quality
Control

o Edit

Create

Administrative Modules

Organization
Settings

3

Users ©3

5/26/202
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permissions. Delete is not allowed for any
modules. Edit and Create are disabled for
checking when not applicable to that
module.

Only the LEA system technical or
administrators should have access to
organization settings and users modules.

The user’s navigation menu is controlled
by these permissions. If there is no
permission option checked on the module
it will not show in that users navigation
menu.

TEI Software Development on behalf of Louisiana Commission on Law Enforcement 21



Invite a New User - Permissions Agencies interested in using TrackCrime as a

incident based records management system

can enable the modules. The special security

Agency Record Management (RMS) Modles attributes only apply to these modules.
The security attributes are prepopulated with
common attributes and can be managed in
the Lookup Module.

Complaints
Entities
ltems

Lookup

If the agency is only interested in Crime
Reporting in TrackCrime — then do not select
anything in this grouping for your users.

Reporting

& & & & @ &

Statutes

Security Attributes

Check Al Agencies that choose to use these modules
Expungement need to notify LCLE. Additional database
storage and file storage is anticipated for
these agencies. Additional training will be
required.

Juvenile

Narcotics

Cancel Update User

5/26/202
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Resend User invitation

If the user never activates their account, you can click this mail icon in the user list .
Actions area to resend an email invitation to the user. The links in the invitation email When saving the account an
do not last longer than 3 days. email is sent to the user from

Trackcrime.com
We recommend also emailing

> cphan2@teisd.com Chinh Phan Inactive Test (225) Expired: Not - LIBRS Quality + Expungement Not th at i n d iVi d U a I tO I et th e m kn OW
[Z: = 229- 5/17/2026,  Locked Control (no B Juvenil.e Set . . . .
Send invitation email 8008 H416PM a.cg:;,se) +Nareotics th at a Tra C k C r I m e I n V I ta tl O n Wa S

Analytics (no

access) S e n t .

- Reporting (no
access)

B Direct each user to the
e TrackCrime guides Lesson 1 to
- setup their account
If the user does not setup
ereiie B e account within 3 days, you can

edit, create)
resend the user invitation.

Showing 1 to 7 of 7 entries

5/26/202
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A
Actions

>

Reviewing Password Expirations

Email

acadiaso@kate.com

readonlyacadia@kate.com

5/26/202
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Last
First Name Name Status
Acadia Test Active
read only Active

Title Phones

Tester (225)
335-
1592

kate (225)
335-
1592

Password
Expired?

Not Expired:
8/17/2026,
7:00:00 PM

Expired:
5/17/2026,
9:14:16 PM

Account
Locked?

Not
Locked

Not
Locked

Modules Access

* LIBRS Quality
Control (view)

« Crime Analytics
(view)

+ Reporting (view)
+ Complaints
(view, edit, create)
« Entities (view,
edit, create)

+ Organization

Settings (view, edit,

create)

+ Items (view, edit,
create)

- Statutes (view,
edit, create)

+ Lookup (view,
edit, create)

+ Users (view, edit,
create)

« LIBRS Quality
Control (view)

+ Crime Analytics
(view)

* Reporting (no
access)

+ Complaints
(view)

« Entities (view)
+ Organization
Settings (no
access)

Security Attributes
Access

« Expungement
« Juvenile
* Narcotics

* None

- When a user resets a password, the
password expiration date will change
based on the number of days
allocated for this setting.

- In the user list, you can see each
user’s password status and
expiration date.

- Users get notifications days prior to
expiration and will be forced to set a
new Password upon login if expired.

-Administrator should review this list
periodically and manually update
account statuses if needed.

TEI Software Development on behalf of Louisiana Commission on Law Enforcement 24
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User Account Maintenance

- LEA admins can edit user

2 2 2 0 0 0

Total Active Login Within 6 Months 1. No Login 6mo-2yr @ No Login Over 2 Years Inactive a C CO u n t S
All accounts Account is activated Recently active Consider a reminder Deactivation candidate Not yet activated, or Deactivated
100% 100% of Total 100% of Active 0% of Active 0% of Active 0% of Total
- Update account status
- User is not longer
Search:

Show 50 entries emp |oyed by agency
Serty User has not used the
4 First Last Password Account Attributes Created Created Updated Updated
Actions Name Name Status Title Phones Expired? Locked? Modules Access Access Date By Date By Syste m i n m o re t h a n 1
LI; Jobs Active sheriff (225) 335- Not Expired: Not Locked « LIBRS Quality Control - None 3/20/2026, John L 3/20/2026, Billy Jobs

sheriff@cottonvalley.com  Billy

- 3029 6/18/2026, (view) 9:39:16 AM 9:41:36 AM
7:00:00 PM - Crime Analytics ye a r-
(view)

* Reporting (view)
- Complaints (view,

create)
Update contact information
create)

Check if account is locked
edit, create)
o ey

c-rj;:::;teS(vie\Med'n. Update PermiSS|OnS

et i . due to invalid login attempts
- ltems (view, edit,
« Lookup (view, edit,

create)
1ttps://trackcrime.te-prealpha.com/user/8f0b32976bad47 /69bd5¢c14f51bb33f82646¢df « Users (view, edit,

5/26/202
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User Account Maintenance - Continued

Manage User

User Contact Information
Email
acadiaso@kate.com

First Name Last Name
Acadia Test

Cell Phone Status
(225) 335-1592 @D Active

Modules & Permissions

Crime Reporting Modules

Select All

View
LIBRS Quality Control @ Edit

Create

Administrative Modules

Organization Settings ]

Users. <]

Agency Record Management (RMS) Modules

Complaints
Entities
Items

Lookup

& @ €& @ @

Reporting

5/26/202
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[=

Job Title
Tester

Password Expiration: 5/17/2026, 9:14:16 PM (Expired)
Account Locked?: Not Locked

Change the status to inactive if the
user is no longer using the system or
no longer working at the agency.

If the user’s account is locked that is
visible here and it will display when it
should be unlocked.

Emails should not be edited. Create a
new account if the person email

changed and mark this account
inactive.

Cell phones can be updated. This is a
fallback for 2FA if the user messed up
while setting up an authentication

app.

Click the save button to save any
changes

TEI Software Development on behalf of Louisiana Commission on Law Enforcement 26
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End of Lesson

5/26/202
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