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Lesson 4: LEA Admin Guide
This lesson is intended for Law Enforcement Agencies’ primary administrator or technical point of contact responsible 
for managing organization settings, inviting other users to their organization, and tracking audit logs and account 
maintenance. 

LCLE invited you to TrackCrime. You should have received an 
email to setup your account. At this step, we assume you 
already setup your account and are ready to invite others 
from your agency to TrackCrime.
- If you have any issues with your account setup, see 

Lesson 1 on crimeinla.org
- If you want to learn about the LIBRS QAQC module or 

Analytics module, guides for each module are available 
on crimeinla.org



ORGANIZATION 
SETTINGS
• IP Whitelisting

• Idle Session Timeout

• Password Expiration Controls

• Temporary Account Lock 
Controls

• Audit Logs



Organization Settings
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Click on the Menu Icon in top left 
corner. 

The navigation menu will expand.

Click on Organization Settings.

If you do not see this menu item, 
then your account was not setup 
with access to the organization 
settings module. Contact LCLE if 

this is incorrect.

Navigate to Organization Settings
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Organization Settings

The Number of Active Users, Total 
Users and Storage Used
for your organization is available 
here.

The ability to Download Audit 
logs for all users in your 
organization is available here.

The Configuartion settings that 
impact user security are available 
here. TrackCrime is defaulting to 
ICJIS policy on each of these 
settings. 

IP Whitelist capability can be 
enabled here.



Organization Settings

IP Whitelisting
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• Once enabled, You can add 
multiple IP addresses. We 
suggest adding the IP address 
associated with your agency’s 
VPN/network.

• Devices outside of the USA 
are blocked from accessing 
the TrackCrime system 
completely.

• Everyone in USA can get to 
the TrackCrime login page but 
upon login if the user is not 
using the IP addresses added 
to your organization - they will 
not be to login.



Organization Settings

If a user logs in and the IP 
address is not listed in the 
whitelisted IPs for your 
organization this is the 
message that will appear.
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IP Whitelisting



Organization Settings

Idle Timeout Configuration
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• The Idle Timeout is 30 
minutes by default 

• We allow you as the 
administrator to change this 
setting however ICJIS policy 
requires 30 minutes 
minimum.

• When the chosen idle timeout 
length is reached for a user, 
an alert that they are about to 
be logged out is shown on 
screen. 



Organization Settings

Idle Timeout - Prompt
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• When the chosen idle timeout 
length is reached, the user is 
alerted that they are about to 
be logged out. If they do not 
interact with the alert within 
30 seconds, they are logged 
out.



Organization Settings

Password Expiration Configuration
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• After the chosen amount of 
days, users will have to 
update their password.

• 90 days is defaulted and is the 
ICJIS Policy recommendation.

 
• If you want to decrease the 

number of days, that is 
allowed.



Organization Settings

Password Expiration Notifications
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• A notification of the 
upcoming password 
expiration will display 7 
days prior to the 
expiration date. 

• The user can Reset 
password from the 
account security page.

• If a user password 
expired, they will be 
forced to reset the 
password prior to login.



Organization Settings

Periodic Reauthentication
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• If a user does not close their 
browser and puts their 
computer to sleep. The 
system may not be able to 
track force a logout. This 
setting will help enforce the 
user to reauthenticate after 
12 hours if the system is 
blocked 

• 12 hours is the default and 
recommended by the ICJIS 
policy. 



Organization Settings

Failed Login Attempt Configuration
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• If a user fails to login after the 
chosen number of attempts, 
their account is locked for 10 
minutes. An agency 
administrator can unlock the 
user account sooner, if 
needed.

• The default is 5 failed login 
attempts.



Organization Settings

Temporary account lock – Invalid Login Attempts
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• If a user fails to login after the 
chosen amount of attempts, 
their account is locked for 10 
minutes. An agency 
administrator can unlock the 
user account sooner, if 
needed.

• The default is 5 failed 
attempts.



Organization Settings

Audit Log Exports
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• As the organization 
administrator, you can export 
trackcrime logs of all system 
activity for all your 
organization users for all time. 

• This screen will allow you to 
filter the results by 
timeframe, by activity types 
or by user.



Organization Settings

Audit Log Exports
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• The audit log export to CSV 
shows the user ID, User 
Name, email , UTC time, audit 
description, Status Code, IP 
address, Page path

• Any suspicious activity should 
be reported to LCLE 
TrackCrime staff immediately.

• It is each agencies 
administrators responsibility 
to periodically review the 
audit logs for anything 
suspicious. 



USER 
MANAGEMENT
• User Statistics & User List

• Inviting a New User

• Resend User Invitations for Inactive 
accounts

• Reviewing User Password Expirations

• User Maintenance



Users
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Click on the Menu Icon in top left 
corner. 

The navigation menu will expand.

Click on Users.

If you do not see this menu item, 
then your account was not setup 
with access to the users module. 
Contact LCLE if this is incorrect.

Navigate to Users



Users
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The + Button shows here if you 
have create permissions in Users 
to invite users.

The statistics section here is 
clickable and filters the user list 
below. These statistics are critical 
for maintaining these accounts.

This section shows all the users in 
your organization.  It can be 
searched and each user can be 
expanded to see the permissions. 
The list can also be exported to 
excel. The actions in this list show 
based on your permissions.

User Statistics & User List



Users
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Invite a New User

- Click on + to add a new user. 
- If you do not see the + your 

account does not have create 
permissions.

- Enter the user contact 
information. 

- The system will not let you 
enter an email already used in 
TrackCrime. 

- The Cell phone should be the 
person’s cell phone and will be 
used for SMS text notifications. 
The user will not be charged for 
text messages.



Users
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Invite a New User - Permissions

All modules have View, Edit, Create 
permissions. Delete is not allowed for any 
modules. Edit and Create are disabled for 
checking when not applicable to that 
module.

Only the LEA system technical or 
administrators should have access to 
organization settings and users modules.

The user’s navigation menu is controlled 
by these permissions. If there is no 
permission option checked on the module 
it will not show in that users navigation 
menu.



Users
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Invite a New User - Permissions Agencies interested in using TrackCrime as a 
incident based records management system 
can enable the modules. The special security 
attributes only apply to these modules. 

The security attributes are prepopulated with 
common attributes and can be managed in 
the Lookup Module.

If the agency is only interested in Crime 
Reporting in TrackCrime – then do not select 
anything in this grouping for your users.

Agencies that choose to use these modules 
need to notify LCLE. Additional database 
storage and file storage is anticipated for 
these agencies. Additional training will be 
required.



Users
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Resend User invitation

- When saving the account an 
email is sent to the user from 
Trackcrime.com

- We recommend also emailing 
that individual to let them know 
that a TrackCrime invitation was 
sent. 

- Direct each user to the 
TrackCrime guides Lesson 1 to 
setup their account

- If the user does not setup 
account within 3 days, you can 
resend the user invitation.

If the user never activates their account, you can click this mail icon in the user list
Actions area to resend an email invitation to the user. The links in the invitation email
do not last longer than 3 days. 



Users
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Reviewing Password Expirations
- When a user resets a password, the 
password expiration date will change 
based on the number of days 
allocated for this setting.

- In the user list, you can see each 
user’s password status and 
expiration date. 

- Users get notifications days prior to 
expiration and will be forced to set a 
new Password upon login if expired.

-Administrator should review this list 
periodically and manually update 
account statuses if needed.



Users
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User Account Maintenance

- LEA admins can edit user 
accounts

- Update account status 
- User is not longer 

employed by agency
- User has not used the 

system in more than 1 
year.

- Check if account is locked 
due to invalid login attempts

- Update contact information
- Update Permissions



Users
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User Account Maintenance - Continued - Change the status to inactive if the 
user is no longer using the system or 
no longer working at the agency. 

- If the user’s account is locked that is 
visible here and it will display when it 
should be unlocked.

- Emails should not be edited. Create a 
new account if the person email 
changed and mark this account 
inactive.

- Cell phones can be updated. This is a 
fallback for 2FA if the user messed up 
while setting up an authentication 
app.

- Click the save button to save any 
changes



LEA Admin Guide

End of Lesson
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