mirror mod.use y I rue
mirror mod.use 7 False
. operation "MIRROR 7":
mirror mod.use Xx False
\ “lrror mod.use y - False
irroe mod.use 7 True
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IC TrackCri " i , - 0 10, Account Setup Invite
Get Invited

You must be invited by LCLE State Administrator or a designated
user within your Organization.

The State Administrator will need:

= QOrganization Name and ORI Number
= First and Last Name of the User

= Avalid email

= User's Cell phone for text messages

= Contact Cheryl Mcpipe with LCLE at Cheryl.McPipe@lIcle.la.gov to get started.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 4
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IC TrackCrimges NS Account Setup Invite

Check your Email A

TrackCrime - User Account Email Verification

TrackCrime - User Account Email Verification & summarize © « &« ~ Ch ec k VOU rs pa m or jU n k fOIde r!
o O TrackCrime <donotreply@trackcrime.com> Wednesday, May 20, 2026 at 1:39PM
To: [ Your Name | If the site is blocked, get your
network administrator to whitelist
You are invited to use the Louisiana TrackCrime system. The TrackCrime System interfaces with LIBRS data to display real- th e Trac kC ri me D oma | n:

time certification compliance statistics and LIBRS data analytics for your organization.

https://trackcrime.com

The first step in the user invitation process is to validate your email address and set a password for your login credentials.

Please click the link or copy and paste the url below into a browser to complete the setup process for your user account.

The State or Organization User

Click here or go to: https://trackcrime.com/phoneverification/| Your Email /{ Your Org ID |to verify your o .
email. Administrator can resend this
The verification link is valid for three days. invitation if you don’t get toitin 3
Your account will not be active until this step is complete. If this link has expired, please contact The Commission on Law d ays.

Enforcement to resend the invitation.

Please Note: This email address will be used for all correspondence from the system.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 5
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I3 TrackCrimes NS Account Setup

Verify your email and start account setup f‘
Click the Get Started button.

Click the invite link or paste

the url into your browser from
the email to see this setup
screen.

ACCOUNT CREATION PROCESS

Welcome! .
Google Chrome is the

recommended web browser.

You have likely reached this page because you received an email from us. This process will assist you in the creation of your
new account of TrackCrime. Please click the below button to get started.

Getting to this page, verified
that you can get emails from
TrackCrime and the site is not

blocked by your network.

Louisiana Commission on Law Enforcement & Louisiana Sheriffs' Association | App Version: 0.0.1307
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1. Confirm/Edit User Details
If you run out of time in

Check your contact information. Once confirmed, click Next Button temporary session, click the

link from the email to start
USER DETAILS

over.

Provide a cell phone number.
This number will be used for
2-factor authentication (2FA).

0 Name and Contact I... g Password Set... e Two-Factor Authenticati... o Review and Sub... . . .
You will receive security codes
First Name * Last Name * Title * by teXt message upon |0g| n.
Amy Mite Read Only PD Test
Email * Cell Phone (for 2FA text messages)* La n d I in es Wi I I N Ot WOr k-YO ur
amitealpharead@test.com (225) 222-2222 Cel I ph onem USt be a3 b I e tO

receive text messages (SMS).

Text messages sent from
TrackCrime will not cost you
anything.

Louisiana Commission on Law Enforcement & Louisiana Sheriffs' Association | App Version: 0.0.1307
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r _-_':~T\.\

2. Password Setup

Enter a password. Keep it somewhere safe. Click Next Button.

Confirm or Edit User Account Details Session expires in 07:54

0 Name and Contact I... e Password Set... 0 Two-Factor Authenticati... e Review and Sub...

Create a password, system
won’t let you save a weak
password.

Password *

............... B

Password Strength Requirements: Satisfied CI iCk O n th e eye ba I I t O Se e
+ Character Length (8)-v/ what you are typing as the
= Uppercase Letter Count (1) -v/ pa SSWO r.d .

= Lowercase Letter Count (1) - v/
= Numerical Character Count (1) - v

= Special Character Count (1) - v

SAVE the password for your
= Not the User's Email - v/ refere nce Iater!

= Not in Dictionary - v/

= Not the User's Name - v

= Not Compromised - v/
= Maximum 2 Repetitive Or Sequential Characters - v

= Not Last 10 Passwords - v/

Back Next

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 8
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3. Setup Two Factor Authentication

Setup at least one additional authentication app. By default, your phone
factor authentication (2FA) via

° Name and Contact Info o Password Setup e Two-Factor Authentication o Review and Submit text m e Ssa ge
.

On this page, you must add a
second 2FA method before

1. Install an Authenticator App on your phone.
For added security with CJIS policy, install your authenticator app on your phone or external device, not the computer you're using. Recommended app: Microsoft Authenticator yo u Ca n C O n ti n u e

2. Open the Authenticator App on your phone.
3. In TrackCrime, click the Manage button next to the Authenticator App option.

4. A QR code will display in a popup message. There are 2 OptiOnS for. tWO

5. Using the app on your phone - scan the QR code. On your phone app it should add this code for the TrackCrime system. Next time you login to TrackCrime,

this code will show in this app for you 1o enter. fa CtO rau th () ntl Catl on :
6. Click the X 10 close the QR code in TrackCrime.

7. If you think it did not save the QR code in your phone correctly, you can click the reconfigure button to scan a new code and try again. U CO d e frO m a n

Authentication App
Hardware Security keys

You may need to delete the old code in the authenticator app on your phone to avoid confusion.

Authenticator App Not Configured RNELEDLE

Hardware Security keys 0 Devices WELENT

Please configure at least one two-factor authentication method before proceeding.

Back Next

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 9
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Account Setup

3. Setup 2FA - Steps to Configure Authentication App

11:30
= Authenticator

TrackCrime
Test Accoun t

744 7157

TrackCrime
Test 2 Account

424 667 -

POSTPIus
JOHNSTINSON2

198 797 G

TrackCrime
Francis Stinson

995 042

TrackCrime

126 800 =

1. Install an
Authenticator App
on your phone from
the App store.
Microsoft
Authenticator is
recommended.

Click + (add) icon.

5/26/202
6

WHAT KIN

Add account

D OF ACCOUNT ARE

YOU ADDING?

=- Personal account

=- Work or school account

Other (Google, Facebook, etc.)

A

A

2. Open the App on your phone.

Select Other as the account type.

Confirm or Edit User Account Details

° Name and Contact Info ° Password Setup o Two-Factor Authentication o Review and Submit

Two-Factor Methods

How to Configure the Authenticator Option

1. Install an Authenticator App on your phg

For added security with CJIS poliey, install yoi nded app: Microsoft Authenticator

2. Open the Authenticater App on your pho| Authenticator App QR Code ©

3.In TrackCrime, click the Manage bution
4. A QR code will display in a popup messa|

5. Using the app on your phone - scan the ¢ time you login to TrackCrime,

this code will show in this app for you to|
6. Click the X 10 close the QR code in Track
7. If you think it did not save the QR code i g ) ry again

‘You may need to delete the old code in the au
Not Configured

PFRVMGKGKSZG46RY

Authenticator App

Hardware Security keys

Please configure at least one two-factor authentication method before proceeding

Back Next

3. Click the Manage Button next to Authentication
App option. A popup with a QR code will appear.
Scan the QR code and confirm the QR code is saved
in your Authenticator app. Click the X in the corner
to close QR code.

= Authenticator
JOU —

POSTPIus
JOHNSTINSON2

879 128 G

TrackCrime
Francis Stinson

557 711 G

TrackCrime
John Stinson

641 697 ¢

EI Technology Engineers I...
jfstinson@teisd.com

TrackCrime
Chuck Roswell

503 732G

4. Upon Login,
this code will

show in this app
in TrackCrime.

TEI Software Development on behalf of Louisiana Commission on Law Enforcement
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IC TrackCri Account Setup

3. Setup 2FA - Steps to Configure Hardware Security Key

A security key is a physical USB drive that connects with
your devices, including computers and laptops, to prove
Hardware Security Keys identity to access specific resources. If you have this

device, click Manage Button next to the Hardware Security
Key. This is the most secure 2FA option.

No registered Keys

A popup will display. Click the + symbol to add your device
key and follow the prompts on screen.

i Passkeys & Security Keys

[8) Use your phone or tablet
Scan this QR code with the camera on the device where you

want to create and save your passkey for trackerime.te-

e |

x I7 y
@ x
:
Security Key Registration.. :'N ri“:’:"’ .
blease provide  name for the ey D:en e for your security key Usehyour seufritky key TNith trac[kcri?e.te—alpha.com 1. Test Security Key
Test Security Key| " .
n trackcrime.te-alpha.com Save another way Cancel m
- _ The new key name will show
Name the key and Select Use your Enter the PIN and Press the security !<ey as registered. Click the x to
click OK. Security Key Option click Next. button on the device. close the window.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 11
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Account Setup

3. Setup 2FA

expires in vy:|

o Name and Contact Info o Password Setup e Two-Factor Authentication ° Review and Submit

Two-Factor Methods

How to Configure the Authenticator Option

1. Install an Authenticator App on your phone.
For added security with CJIS policy, install your authenticator app on your phone or external device, not the computer you're using. Recommended app:
Microsoft Authenticator

2. Open the Authenticator App on your phone.
3. In TrackCrime, click the Manage button next to the Authenticator App option.
4. A QR code will display in a popup message.

5. Using the app on your phone - scan the QR code. On your phone app it should add this code for the TrackCrime system. Next time
you login to TrackCrime, this code will show in this app for you to enter.

6. Click the X to close the QR code in TrackCrime.

7. If you think it did not save the QR code in your phone correctly, you can click the reconfigure button to scan a new code and try
again.
You may need to delete the old code in the authenticator app on your phone to avoid confusion.

Authenticator App Configured [NERELES

Hardware Security keys 0 Keys Registered RYEGELL]

Back Next

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement

Once you have set up either
Authentication App or

Hardware Security Key the
Next button will be enabled.
Click Next.
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REDIEL. s SR Account Setup

4. Review and Submit

VE

Confirm or Edit User Account Details

o Name and Contact Info o Password Setup o Two-Factor Authentication o Review and Submit

Once everything is setup, click
Review Your Information the Submit button at bottom

First Name: Last Name: Title: Of t h e screen.
Amy Mite Read Only PD Test

Email A popup will notify you to
smitealpharead@test.com check your email and you will
be redirected to the login

ek page.

Check your email, Info
Updated!

Follow instructions in the email to login

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 13



Account is Active — Check Email Again

A

TrackCrime - User Account Email Verified

Your email address for TrackCrime system is verified.

Click here to log into your account first time. This link will send you to the TrackCrime login page with your Save this Email! It has your

organization ID populated. organization ID — you will need this
code each time you login.

If you can not click the link above, follow the following steps. Y g

Go to https://trackcrime.com/login

Use this email and password that you created during the email verification process and enter the following Each time you Iogln, you wi Il need

Organization ID: 160b4c. <—

your email, password, and
organization ID.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 14
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TrackCri

Step 1: Login

TN\

https://trackcrime.com/login

_ w\\\\@%

5/26/2026

\\w :,‘10 T Qe .

)

Sign In
Email

Password @

Organization Id

Organization: Unknown

[ Forgot Password? ]

Need login help? TrackCrime help guides are available on the CrimeinLa.org website on the training page at htt;
training/.

This site is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.

i Sheriffs' Association | App Version: 0.0.1283

A

Bookmark this webpage!

Each time you login, you will need
to enter your email,
password, and organization ID. We
suggest saving this information
especially if you have a password
manager.

If the organization ID is entered
correctly, it will display your
organizations name.

Then click Sign In.

TEI Software Development on behalf of Louisiana Commission on Law Enforcement 16



Step 2: Login - Enter 2FA code — Authentication App

You will be prompted by default to enter the authenticator app code. If you don’t
want to do this click Use Other methods.

If you setup this method Ic
Please enter 6 digit code generated by your authenticator app
enter the code from your <
authentication app. Q TrackCrime
Test Account

ThIS examp|e iS USing Use othermethods WAYS TO SIGN IN OR VERIFY
Microsoft Authenticator. gy Yoot v o e ine emvond

. .. codes‘gen‘erated by this app to verify
Enter the six-digit your sign-ins

aSSWOI’d th en CI |Ck ” One-time password code

Eubmit “ 610598 -

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement
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IC TrackCri »

Step 2: Login - Enter 2FA code — Text Message
If you click Use Other methods on previous E -

screen. Choose a two factor authentication method
You can select phone number to get a text O Authenticator app
. . O Hardware Security key
message with the code. It will send the code to ® Phone number
the cell phone you confirmed on user account :
setup.

Once you enter the code correctly you will be Enter Text Verification Code
redirected into TrackCrime!

SMS

You can resend the code if it expires or use other
methods if the text message option is not Ceend Code
working.

Use other methods

You will be automatically redirected once you enter all digits

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 18
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Step 2: Login - Enter 2FA code — Hardware key
If you click Use Other methods on previous

screen. Choose a two factor authentication method
You can select Hardware Security Key. | @ oetmare Secay ey
O Phone number

On screen you will be prompted to insert the
USB hardware and click the button on the
hardware device.

You will be redirected to TrackCrime.
If you do not have this configured, you will get

an error that brings you back to choose a
method.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 19
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Welcome to TrackCrime

Choose a module to begin.

214
[ - |
=~
Home LIBRS Quality Control Crime Analytics
TrackCrime help guides are available on the CrimeinLa.org website on the training page at View real time interactive reports restricted to their organization focused on improving View real time analytics dashboards for offenses, victims, and arrests restricted to their
https://crimeinla.org/librs-training/. timeliness, accuracy and completeness for LIBRS crime reporting. organization. Crime statistics are counted similar to Federal Crime Reporting to allow each

organization to anticipate how their agencies crime is represented in real time prior to
national publication while providing crime statistics transparency for State planning.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 20



0 TrackCrimB e %0 10, Login - Navigation

Module List and Navigation

Click the Navigation Menu to display all the modules in your system. Depending on permissions, some
users may not see all the modules listed here.

Complaints ~—
Items

Welcome to TrackCrime
Entities Choose a module to begin.

IC TrackCrime

Organization Settings
Users
LIBRS Quality Control

lﬁ Crime Analytics

N .
E Reporting

Q Lookup

.é‘, 1+ [
0y
' ~;
.4 =4
I\ Statutes Home LIBRS Quality Control Crime Analytics
TrackCrime help guides are available on the CrimeinLa.org website on the training page at View real time interactive reports restricted to their organization focused on improving View real time analytics dashboards for offenses, victims, and arrests restricted to their
https:/crimeinla.org/librs-training/. timeliness, accuracy and completeness for LIBRS crime reporting. organization. Crime statistics are counted similar to Federal Crime Reporting to allow each

organization to anticipate how their agencies crime is represented in real time prior to
national publication while providing crime statistics transparency for State planning.
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Navigation

Click the Person Icon will display a dropdown menu. The Module list brings the user to their default home
page. Profile will bring user to the user details page. Security will bring user to the security page. Log Out
will log the user out of the system.

Module List

- «— Profile
Security

[=

Welcome to TrackCrime
Choose a module to begin. Lo Q Out

e
- .
v
. ) N
- .
o X~
£ Y - [
A 0
J
.4
Home LIBRS Quality Control Crime Analytics
TrackCrime help guides are available on the CrimeinLa.org website on the training page at View real time interactive reports restricted to their organization focused on improving View real time analytics dashboards for offenses, victims, and arrests restricted to their
https:/crimeinla.org/librs-training/. timeliness, accuracy and completeness for LIBRS crime reporting. organization. Crime statistics are counted similar to Federal Crime Reporting to allow each

organization to anticipate how their agencies crime is represented in real time prior to
national publication while providing crime statistics transparency for State planning.
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IC TrackCrirt \ h\ Forgot Password

Step 1: Forgot Password

https://trackcrime.com/login

Sign/in Are you stuck?

Y Email

8 \ THl
— NN rrof -
\‘{ \\\ N\ Password @

. us
. us
. us

Click the forgot password button
on the login page.

\

Organization Id

S ; lect

‘ Forgot Password?

Need login help? TrackCrime help guides are available on the CrimeinLa.org website
on the training page at https:/crimeinla.org/librs-training/.

This site is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.

Louisiana Commission on Law Enfor & Louisiana Sheriffs' A iation | App Version: 0.0.1307
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Forgot Password

Enter your email and click
Recover button. Be sure to enter
the email used in the invitation
process.

Recover Account

Emil You will get a notification that

the recovery email was sent.

| oo |

If you can not get to that email
anymore, then contact your

organizations administrator or
the LCLE state administrator to
Il invite you with a correct email.

Email Sent

A password recovery email has been sent. Please
check your inbox.

iana Sheriffs' Association

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 25
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Step 3: Recover account

TrackCrime - Password Recovery

Click the link in the email.

You have requested to reset your password.

The password reset link will be valid for 3 days from the reception of this email. Click here to begin the process. You’ll be taken to the |og| n page
Once logged into the system, you will be prompted to reset your password. tocom plete 2'Step verlflcatlo n
(2FA), which adds extra security
Please enter 6 digit code generated by your authenticator app
- to password resets.
T

Use other methods

Enter the code from your
default two factor method. If
need to use a different method,
click “Use other methods.”

Enter your code, then click
Submit.

Louisiana Commission on Law Enforcement & Louisiana Sheriffs’ Association | App Version: 0.0.1283
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Step 4: Confirm User Details

TrackCrime - Password Recovery

R U
Confirm or Edit User Account Details
@ Name and Contact Info @ Password Setup © TwoFactor Authentication © Review and Submit
First Namy Last Nam Titl
E Vedder T
Email * Cell Phone (for 2FA 1ext messages)*
eddievedder@abc.com (225) 335-3029

Session expires in 09:31

Forgot Password

User has a 10-minute session to

complete the process of
entering a new password

Note: If the session expires, this
pop up will appear.

)

Session Expired

Session Expired — Please go to your inbox and click the
User Account Email Verification link to try again.

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 27
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Step 5: Enter New Password

Enter the new password. Make sure to save this new password safely. The system will not let
you enter a previously used password and will not let you enter a weak password.

USER DETAILS

Confirm or Edit User Account Details

o Name and Contact Info o Password Setup e Twao-Factor Authentication o Review and Submit

Password Strength Requirements: Satisfied

= Character Length (8) -v*
= Uppercase Letter Count (1) -+
= Lowercase Letter Count (1) -+

= Numerical Character Count (1) -+

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 28
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Step 6: Option to Reconfigure Two-Factor Method

If you need to reconfigure your two-factor authentication method this page
allows that change. See instructions on 2FA setup.

i
USER DETAILS

@ Name and Contact Info @ Password setup © Two-Factor Authentication @ Review and submit

Two-Factor Methods
How to Configure the Authenticator Option

User can bypass this page by

1. Install an Authenticator App on your phone.
For added security with CJIS policy, install your authenticator app on your phone or external device, not the computer you're using app: Microsoft

2. Open the Authenticator App on your phone.
3. In TrackCrime, click the Manage button next to the Authenticator App option.
4. A QR code will display in a popup message.

5. Using the app on your phone - scan the QR code. On your phone app it should add this code for the TrackCrime system. Next time you login 1o TrackCrime,
this code will show in this app for you 1o enter.

6. Click the X 10 close the QR code in TrackCrime.

7. If you think it did not save the QR code in your phone correctly, you can click the reconfigure button 1o scan a new code and try again.
You may need to delete the old code in the authenticator app on your phone to avoid confusion

Authenticater App Configured [RVELELT]
Hardware Security keys 0 Keys Registered [MYENENS

Default Sign-In Method Authenticator App  RUEUENT

e

Back Ne;

clicking Next if they do not want
to reconfigure their two-factor

authentication.
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I TrackCri ;ﬁ i _ 20 104 Forgot Password

Step 7: Submit

Click Submit and you will be returned to login page. Try to login with the new
password. A password change email will be sent to you.

USER DETAILS

Confirm or Edit User Account Details

° Name and Contact Info ° Passwor d Setup ° Two-Factor Authentication o Review and Submit

Review Your Information

First Name: Last Name: Title:

Eddie Vedder Test

Email: Cell Phone:

eddievedder@abc.com (225) 335-3029

Back Submit

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 30
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Expired Password

Step 1: Expired Password

https://trackcrime.com/login

Expired Password -
Enter your login and password

and click Sign In.

eed login help? TrackCrime help guides are available on the CrimeinLa.org website on the training page at https://crimeinla.org/librs-

his site is protected by reCAPTCHA and the Google Privacy_ Policy and Terms of Service apply.

Louisiana Commission on Law Enforcement & Louisiana Sheriffs' Association | App Version: 0.0.1283
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IC TrackCrimge S 1 Expired Password

Step 2: Change Password

ic
USER DETAILS

Your password has expired. Please create a new password to continue using the site.

After entering your login, old
password and six-digit 2fa

Confirm or Edit User Account Details

passcode, you will be brought
s to this User Details Page.
Click Change Password.

Email Cell Phone

Louisiana Commission on Law Enforcement & Louisiana Sheriffs' Association | App Version: 0.0.1299
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IC TrackCrint Expired Password

Step 3: Enter and Verify Old Password

E 3

Your password has expired. Please create a new password to continue using the site.

Confirm or Edit User Account Details

First Name Last Name Title

Enter your old password and

Email Cell Phone
receptionist@abc.com (225) 335-3029

click the Verify button.

Change Password

For security, you must verify your current password before setting a new one.

Current Password *

Enter your current password

New Password
|

Verify your current password 1o enable this field

- Update Password

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 34



I TrackCrimie = Expired Password

Step 4: Enter New Password

E 3

Your password has expired. Please create a new password to continue using the site.

Confirm or Edit User Account Details

Enter a new password and click
s— L the Update Password button.

Change Password

For security, you must verify your current password before setting a new one.

Current Password *

Enter your current password

New Password

Verify your current password 1o enable this field

- Update Password

5/26/2026 TEI Software Development on behalf of Louisiana Commission on Law Enforcement 35



IC TrackCrift WS A - Expired Password

Step 5: Email Notification

TrackCrime - User Password Update 3 summarize @ “ & ~
O TrackCrime <donotreply@trackcrime.com> Wednesday, May 20, 2026 at 1:10PM
To: © Your Name

You will receive an email

notification that your password
has been updated.

Your TrackCrime account password is updated. Please contact your administrator if you did not make this update.
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Update User Profile — Cell phone or Password

If you need to change your password or update your cell phone used for text messages, you can click on Profile
from the navigation menu on the top right corner.

USER DETAILS

B FirstName ~ LastName Title
M D d U I E L I St Eddie Vedder Test
Email Il Ph
P rﬂ‘ﬂ | E eddievedder@abc.com (225) 335-3029
Security
LD g G UI Click the button below to change your password.
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.
R
Y /

Update Security — Reconfigure 2FA

If you need to reconfigure your 2FA, you can click on Security from the navigation menu on the top right corner.
You can click manage button next to the 2FA option that needs to be reconfigured and follow the instructions on

screen.
ic

SECURITY

Two-Factor Methods

How to Configure the Authenticator Option

1. Install an Authenticator App on your phone.

For added security with CJIS policy, install your suthenticator app on your phone or externsl device, not the computer you're using. Recommended app: Microsoft Authenticator

2. Open the Authenticator App on your phone.

3. In TrackCrime, click the Manage button next to the Authenticator App option
B 4. A QR code will display in a popup message.

Mc'd u IE' LISI 5. Using the app on your phone - scan the QR code. On your phone app it should add this code for the TrackCrime system. Next time you login to TrackCrime, this code will show in this app for you to enter.

6. Click the X to close the QR code in TrackCrime.

7. If you think it did not save the QR code in your phone correctly, you can click the reconfigure button to scan a new code and try again.

You may need to delete the old code in the authenticator 2pp on your phone to avoid confusion

S‘E‘C uri“r Phone Number (SMS Text Messages) (225) 3253020
Authenticator App configured [T
Log Out Haruar secuty keys A

Default Sign-n Method Authenticator App

Authorized Devices

Prafile

# Device IP Address Browser Date Actions

1 This Device 209.124.215.34 Chrome Friday, May 8, 2026, 10:10:54 AM

B Export My Activity Logs

User Activity

Tuoe Descrintion 1P Addrecs Actor Time
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Update Security — Set Default 2fa Sign-in Method

If you want to change the default method of 2FA, you can click on Security from the navigation menu on the top
right corner. You can click manage button next to the Authentication App option that needs to be reconfigured and
follow the instructions on screen.

SECURITY

Two-Factor Methods

How to Configure the Authenticator Option

Module List

3.1n TrackCrime, e Manage butten next to the Authenticator App option.
4. A QR code will display in a popup message.

5. Using the app on your phone - scan the QR code. On your phone app it should add this code for the TrackCrime system. Next time you login to TrackCrime, this code will show in this app for you to enter.

Prafile

6. Click the X to close the QR code in TrackCrime.

7.1 you think it did not save the GR code in your phone correctly, you can click the reconfigure button to scan a new code and try again
your

You may need to delete the old code in the authenticator app on your phone to avid confusion

Security
Phone Number (SMS Text Messages) (225) 335:3029
Log Ot Authentcsor App it [0

Hardware Security keys

0 Keys Registered [IENT]

Authorized Devices

# Device IP Address Browser Date Actions

1 This Device 209.124.215.34 Chrome Friday, May 8, 2026, 10:10:54 AM [

B Export My Activity Logs
User Activity
Tvoe Deserintion 1P Address: Actor Time
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Update Security- Authorized Devices

TrackCrime allows each user to see what devices have been used to access the system. If you no longer use a
device that shows in this list, you can click the trashcan and that will force a logout so that device is not
remembered anymore. This also helps if you see activity that is not you.

Authorized Devices

# Device IP Address Browser Date

Module List

1 This Device 209.124.215.34 Chrome Monday, May 11, 2026, 4:01:01 PM o

Prafile

Security

. Log Out
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Update Security- User Activity

TrackCrime tracks every login and certain activities especially for users that can edit data. The latest user activity
records are logged in case there is unusual activity on the account. The latest 20 user activity records are logged and
displayed on the Security page in case there is unusual activity on the account.

EXport My Activity Logs

~ Type Description IP Address Actor Time

Mcld u IE LISI RequestResponselog Get 2FA settings successfully. 209.124.215.34 Eddie Vedder May 11, 2026, 4:01:07 PM
Flrc'ﬂ I'E RequesiResponselog Twilio Verify token is validated successfully. 209.124.215.34 Eddie Vedder May 11,2026, 4:01:03 PM
RequestResponselog Twilio Verify code is validated successfully. 209.124.215.34 Eddie Vedder May 11, 2026, 4:00:52 PM

-S’E‘C urit}r RequesiResponselog TOTP code validation failed. 209.124.215.34 Eddie Vedder May 11,2026, 4:00:47 PM
RequestResponselog Login successful. 209.124.215.34 Eddie Vedder May 11, 2026, 4:00:46 PM

Lclg DLII RequesiResponselog Updated user successfully. 209.124.215.34 Eddie Vedder May 11,2026, 4:00:32 PM
RequestResponselog Get 2FA settings successfully. 209.124.215.34 Eddie Vedder May 11,2026, 3:57:18 PM

_ RequestResponselog Twilio Verify token is validated successfully. 209.124.215.34 Eddie Vedder May 11,2026, 3:57:18 PM
RequestResponselog Twilio Verify code is validated successfully. 209.124.215.34 Eddie Vedder May 11,2026, 3:57:08 PM

RequestResponselog TOTP code validation failed. 209.124.215.34 Eddie Vedder May 11, 2026, 3:57:05 PM

RequestResponselog TOTP code validation failed. 209.124.215.34 Eddie Vedder May 11,2026, 3:56:53 PM

RequestResponselog Forgot password email sent to eddievedder@abe.com 209.124.215.34 Eddie Vedder May 11, 2026, 3:56:32 PM

RequesiResponselog Updated user successfully. 209.124.215.34 Eddie Vedder May 11,2026, 3:55:55 PM
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Update Security- User Activity

Export My Activity Logs Button will download all activity records not just the latest 20 activity records displayed on
the Security page.

— — — — —
Tenant ID User ID Full Name Email Address Time Description Status Code IP Address Path Host Scheme Type Record ID

Sr0b32375bad: 63bdE=0af51bb33f32646 Cherul Lovelac: staffmember® abo. oo 2026-04-09T15:52:32.6 Get 2FA settings successfully. 200 3517313572 {apil Twofalsetings api.trackerime te-prealpha.com  https ReguestPesponselog 63dTIST0bbd24dEe14bGb2a
Bf0b32976bad: GIbdE=9afS1bb33fE264E Cheryl Lovelacs staffmember@ abe. co 2026-04-09T18:42:59.5 TOTP code validated successfully. 200 958.173.138. 7% lapilTotplvalidate Tatp api.trackorime.te-prealpha.com  hips RequestFesponselog EB3d7F333bb424dE14b6b29
Sr0b3297E6bad: 63bdE=3af51bb33M32646 Cherul Lovelac: staffmember@ abo. oo 2026-04-09T18:42:48.4 Lagin successhul. 200 95.179.1358.7: {apitauthenticationlagin api.trackerime te-prealpha.com  https RequestFesponselog E3d7i328bb424d6=14b6b27
Sr0b32976bad: 63bdE=3af5Tbb33M32646 Cherul Lovelace staffmember@ abo. oo 2026-04-09T16:13:37.5" Get 2FA settings successfully. 200 I3.173.135.7: lapil Twofalsettings api.trackeorime.te-prealpha.com  hitps RequestResponselog E3d7d0312809:8d54480d227
Sf0b3297Ebad: BIbdE=9afS1bb335264E Cheryl Lovelacs staffmember@ abe. co 2026-04-09T16:13:36.5f TOTP code validated succe ssfully. 200 95.179.135. 72 apilTotpdv alidate Tatp api.trackerime. te-prealpha.com  hitps RequestPesponzelog B3d7d0302809254544304226
Gf0b32376bade G3bdEe3afS1bb33f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-03T16:13:25. 5 TOTP code validation Failed. 200 95.173.135. 72 {apiTotplvalidate Tatp api.trackerime.te-prealpha.com  hitps RequestResponselog B3d7d025e803:5d454d50da25
Gf0b32376bad: G3bdEe3afS1bb35f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-03T16:12:45.5" Faorgot password email zent to staffmemberi@ 200 35.173.135. 72 { apilauthentication'forgotpazswordistaffmember@ abe.com  apitrackerime.te-prealpha.com  hips RequestResponzelog B3d7cffde503:5d54d50da24
Gf0b32376bad: G3bdEe3afS1bb35f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-03T12:20:40. 1 Get ZF A zettings successiully. 200 95.173.135. 72 api Twof alzetings api.trackcrime.te-prealpha.com  https RequestResponzelog B3d7c3cif62aGd4cbbadbatds
Gf0b32376bad: G3bdEe3alS1bb33f52646 Cheryl Lovelace staffmember@ abe. oo 2026-04-03T12:20:39.2 TOTP code validated succe ssfully. 200 95.173.135. 72 {apiTotplvalidate Tatp api.trackorime.te-prealpha.com  https RequestResponselog B3d7c3cTiE2aG4c6badbatdd
Sr0b32375bad: 63bdE=0afS1bbL33f32645 Cherul Lovelac: staffmember® abe. oo 2026-04-03T15:20: 11.9€ Farget password email sent ta staffmemberi: 200 35,173,135, 72 {apilauthenticationfforgatpassw ordistaffmember® abe.com  apitrackorime te-prealpha.com  hitps ReguestResponselog 63d7c3abfE2abdcbbadbatdl
Sr0b3297Ebad: 63bdE=0afS1bbL33M32646 Cherul Lovelac: staffmember® abe. oo 2026-04-09T15:13:36.0¢ Get 2FA settings successhully. 200 353,179,135, 72 {apil Twofalsetings api.trackerime te-prealpha.com  https ReguestFesponselog EB3d7c220e5034M13048 107
Bf0b32976bad: GIbdE=9afS1bb33f8264E Cheryl Lovelacs staffmember@ abe. co 2026-04-09T1%:13:35.2¢ TOTP code validated successfully. 200 958.173.138. 7% lapilTotplvalidate Tatp api.trackorime.te-prealpha.com  hips RegquestFesponselog B3d7c2e508413048=110E6
Sr0b3297Ebad: 63bdE=3af51bb33M32646 Cherul Lovelac: staffmember@ abo. oo 2026-04-09T15:12:32.5¢ Fargat password email sent ta staffmemberiz: 200 35,179,135, 7: lapilauthenticationfforgatpasswordistaffmember@ abo.com  apitrackorime te-prealpha.com  hitps RequestFesponselog E3d7c1e0=505430481105
Sf0b3297Ebad: BIbdE=9afS1bbI3E264E Cheryl Lovelacs staffmember@ abe. oo 2026-04-08T15:00:35.5 Viewed complaints data. 200 209.124.215.% lapilcomplaint!search api.trackerime.te-prealpha.com  hitps RequestResponzelog E3dE697-325084F13048=1101
Sf0b32376bade G3bdEe3alS1bb3552646 Cheryl Lovelacs staffmemberi@ abe.co 2026-04-08T17:54: 33,5 Login successful. 200 203.124.215.% {apilauthenticationflogin api.trackorime.te-prealpha.com  hitps RequestResponselog  63d6365325054113045=1100
Sf0b32376bade G3bdEe3afS1bb33f52646 Cheryl Lovelacs staffmember@ abe. co 2026-04-05T12:27:10.5% Viewed complaints data. 200 203.124.215.% {apilcomplaint'searnch api.trackorime.te-prealpha.com  hitps RequestResponselog B3d673ceeS05dM13045aT1ae
Gf0b32376bad: G3bdEe3afS1bb35f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-08T14:35:01.7 TOTP code validated successfully. 200 203.124.215.% {apilTotplvalidate Tatp api.trackcrime.te-prealpha.com  https RequestResponzelog B3d6673525054(13045=11ad
Sf0b32376bad: G3bdEe3al51bb3552646 Cheryl Lovelace staffmemberi@ abe. oo 2026-04-05T14:34:46. 3 Login successful. 200 203.124.215.% {apitauthenticationflogin api.trackorime.te-prealpha.com  hitps RequestResponselog B3d667562505411304511ab
Sf0b3237Ebad: 63bdEe3afS1bb533132646 Cheryl Lovelace staffmember® abo. oo 2026-04-07T20:54:23.4 Updated user successfully. 200 35.173.135.72 lapilusertupdate api.trackerime. te-prealpha.com  htps RequestResponselog 63d56eff32288:8feT147405
Sr0b32376bad: 63bdE=0af51bb33f32646 Cherul Lovelac: staffmember® abe. oo 2026-04-07T20:53:35.€ Get 2FA settings successfully, 200 3517313572 {apil Twofalsetings api.trackerime te-prealpha.com  https ReguestPesponselog 63dS6ecf32255:0(eT147404
Sf0b32976bad: GIbdE=9af51bb33f8264E Cheryl Lovelacs staffmember® abe. co 2026-04-07T20:53:35.2 TOTP code validated successfully. 200 958.173.138. 7% lapilTotplvalidate Tatp api.trackorime.te-prealpha.com  hips RequestResponselog E9d56ecf32288:0fe7147403
Sr0b3297Ebad: 63bdE=3af51bb33M32646 Cherul Lovelac: staffmember@ abo. oo 2026-04-07T20:53:03.4 Fargat password email sent ta staffmemberiz 200 35,179,135, 7: lapilauthenticationfforgatpasswordistaffmember@ abo.com  apitrackorime te-prealpha.com  hitps RequestResponselog E9d56eaf32288:0fe7147402
Sr0b3297Ebad: 63bdE=3af51bb33M32646 Cherul Lovelace staffmember@ abo. oo 2026-04-07T20:57:17.0F Updated user successhully. 200 353.179.135.7: lapiluserupdate api.trackerime te-prealpha.com  https RequestFesponselog 63d56=245822888f 7147401
Sf0b32976bad: BIbdE=9afS1bb33E5264E Cheryl Lovelacs staffmember@ abe. co 2026-04-07T20:43:51.6 Get 2F A settings successhully. 200 958.179.195. 72 apilTwofalzetings api.trackerime. te-prealpha.com  hitps RequestPesponzelog BIdSEd=f32288-8f=T1d 7400
Gf0b32376bade G3bdEe3afS1bb33f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-07T20:43:50.2 TOTP code validated successfully. 200 95.173.135. 72 {apiTotplvalidate Tatp api.trackerime.te-prealpha.com  hitps RequestResponselog 63d56dee52255c8 7147 3
Gf0b32376bad: G3bdEe3afS1bb35f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-07T20: 25:05.5 Get ZF A zettings successiully. 200 203.124.215.2 apilTwofalzetings api.trackcrime.te-prealpha.com  https RequestResponzelog B3d56521F 3254566004504
Gf0b32376bad: G3bdEe3afS1bb35f52646 Cheryl Lovelace staffmember@ abe. co 2026-04-07T20:25:05.C TOTP code validated successfully. 200 203.124.215.% {apilTotplvalidate Tatp api.trackcrime.te-prealpha.com  https RequestResponzelog B3d56521F32c5d56=60bd50:
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Password Notifications - User

Default Organization settings for a users Password Expiration is 90 days. You will receive notifications if your
password is about to expire.

Users will receive a notification:

* 7 days before password expiration

* 1 day prior to password expiration

* Password Expired — User will be forced to reset their password upon login or use forgot password on login page.

E 4

NOTIFICATIONS

From Message Dismiss

TrackCrime Password Expired Your password expired on 04/24/2026. You will be forced to reset your password upon login before accessing the system or use the forgot password feature on login page
17 days ago n
More
TrackCrime Password Expiration Reminder Your password will expire in 1 day. Your password expiration date is 04/24/2026. Reset your password from your account security page or use the forgot password feature
18 days ago n
More
TrackCrime Password Expiration Reminder Your password will expire in 7 days. Your password expiration date is 04/24/2026. Reset your password from your account security page or use the forgot password featul
24 days ago n
More
TrackCrime Password Expiration Reminder Your password will expire in 7 days. Your password expiration date is 04/20/2026. Reset your password from your account security page or use the forgot password featul
28 days ago n
More
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End of Lesson 1
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